
https://izen.technology/	 	 	1	

Infrastructure Risk Self Assessment 

This	self	assessment	helps	professional	services	firms	identify	infrastructure	risks	that	
often	appear	as	organisations	grow.	Use	the	questions	below	to	evaluate	whether	your	
technology	environment	is	resilient,	secure	and	capable	of	supporting	scaling	operations.	

1. Identity and Access Management 
• Do	all	staff	use	multi	factor	authentication	for	core	systems	such	as	Microsoft	365?	
• Are	administrator	privileges	restricted	and	regularly	reviewed?	
• Is	there	a	clear	process	for	onboarding	and	removing	user	access?	
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2. Cyber Security Controls 
• Are	endpoint	protection	and	threat	detection	tools	installed	on	all	devices?	
• Are	operating	systems	and	software	patched	automatically?	
• Is	email	protected	with	phishing	and	malware	filtering?	

3. Data Protection and Governance 
• Do	you	know	where	all	sensitive	client	data	is	stored?	
• Are	encryption	and	secure	sharing	policies	enforced?	
• Are	retention	policies	applied	to	confidential	records?	

4. Backup and Disaster Recovery 
• Are	backups	performed	automatically	and	stored	offsite	or	in	immutable	storage?	
• Are	backup	recovery	tests	performed	regularly?	
• Could	the	firm	restore	critical	systems	within	24	hours	if	required?	

5. Infrastructure Scalability 
• Can	your	current	infrastructure	handle	additional	users	and	workloads	from	growth	or	

acquisitions?	
• Are	cloud	platforms	configured	to	scale	without	major	reconfiguration?	
• Is	network	performance	monitored	to	detect	capacity	issues?	

6. Vendor and Third Party Dependencies 
• Are	key	technology	suppliers	documented	and	reviewed	annually?	
• Do	third	party	vendors	meet	security	and	compliance	requirements?	
• Is	there	a	contingency	plan	if	a	supplier	becomes	unavailable?	

7. Governance and Documentation 
• Are	network	diagrams	and	system	documentation	maintained?	
• Does	leadership	receive	regular	technology	risk	reports?	
• Is	there	a	defined	incident	response	plan	for	cyber	security	events?	

Scoring Guidance 
Review	each	question	and	rate	your	organisation	as	Yes,	Partial,	or	No.	Areas	marked	Partial	
or	No	highlight	potential	infrastructure	risks	that	may	affect	operational	resilience,	
compliance	or	client	service	as	the	firm	grows.	
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Next Step 
If	several	areas	require	improvement,	a	structured	infrastructure	review	or	IT	risk	
assessment	can	help	prioritise	remediation	and	ensure	your	technology	environment	
supports	future	growth.	


